PCS300 Universal IP Reporting Module P AR ADONYX

Operations Manual V2.1

The following instructions explain how to configure your PCS300 Universal IP Reporting Module through a web browser connection using
the PCS300 Web Interface page. For more information on how to install and connect the PCS300, please refer to the PCS300 Reference
and Installation Manual.

Setting up Remote Configuration (optional)

The following steps explain how to set up a TCP/IP connection, enabling you to configure the PCS300 module remotely. If your router is
already configured for the PCS300, continue to PCS300 Web Page Configuration on page 2.

Step 1: Setting up the Router

This step allows you to set up the router so that the PCS300 module can function properly.

Figure 1: Router Configuration Page*

1) Ensure that the router is connected properly as indicated in the router’s instructions. o
2) Access your router’s configuration page. Refer to your router’s manual for the exact . - \ﬂ L4
procedure. In most cases, this is done by entering the router’s static IP address in the
address bar of your Web browser, see Figure 1. For this manual, we will use Address httpe 192, 168,1.1|
192.168.1.1 as an example, since it is a commonly used default router IP address. Your * Screenshot may differ depending
router’s IP address may be indicated in the router’s instructions or on a sticker on the on type of router used
router.
3) Inthe router’s configuration page, check the DHCP settings. Figure 2: DHCP Settings*
If DHCP is enabled, verify that the IP address range leaves at least one IP address
available outside of the range. The range shown in Figure 2, would leave addresses 2 to a0 otnor an T S brved
4 and 101 to 254 available (all the numbers in an IP address are between 1 and 254). Starting IP Address [192 |, |168 |, |1 |, |5
Record one of the addresses outside the DHCP range as the one you will use for the Ending IP Address (192 |, (168 | |1 | 100
PCS300. * Screenshot may differ depending
If DHCP is disabled, the PCS300 will use the default address of 192.168.1.250. It is on type of router used
possible to change that address if needed using the Paradox IP Exploring Tools
software (available at paradox.com > Software > IP Exploring Tools).
4) Inthe router’s configuration page, go to the Port Range Forwarding section (also known Figure 3: Port Forwarding*

as “port mapping” or “port redirection.”) Add a service/item, set the Port to 80, and enter

the static IP address selected in the previous step for the IP module (see Figure 4). If Service Name Internet Module
port 80 is already used, you can use another one, such as 81 or 82 but you will have to Senvice Type TCP/UDP v
modify the PCS300’s settings in step 2. Some Internet Service Providers block port 80, Starting Port 80 (1-65534)
therefore the PCS300 may function locally using port 80 but not over the Internet. If this

Ending Port 80 (1~65534)

is the case, change the port to another number. Repeat this step for port 10 000.

Step 2: Configuring the PCS300

Server IP Address (192 | 168 | |1 101

* Screenshot may differ depending
on type of router used

Figure 4: PCS300 Configuration Access

1) Using a computer connected to the same network as the PCS300, open the Paradox p p D O X
IP Exploring Tools (available at paradox.com > Software > IP Exploring Tools). o s S T
2) Click Find It. Your PCS300 appears in the list. [ Evplaing Modz | Upcate Fimaare|
3) Right-click your PCS300 and select Module setup (see Figure 4). Th‘s_":;j::':::'“;:ﬂ;lpmndulas T
4) Enter the static IP address you recorded in Step 1.3 or modify the address so that it A
corresponds to the one you have selected for the PCS300. Enter the PCS300’s
password (default: paradox) and click OK. If it indicates that the IP address is already
used, change it to another and modify it in the Port Forwarding of the router (step 1.4) ey e 1
and go back to step 2.1. validate port Fowarding
Reqgister ko ParadoxMyHome:
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5) Set any additional information such as port, subnet mask, etc. To find this information, click
Start > Programs > Accessories > Command Prompt. Enter command: IPCONFIG /ALL (with
space after IPCONFIG).

NOTE: For increased communication security, please change the default PC password and Panel

ID in the control panel.

NOTE: The PCS300 supports SMTP and ESMTP protocols (TLS/SSL not supported).
Step 3: Setting up ParadoxMyHome (optional)
This step is not needed if the IP address provided by the Internet Service Provider is static.

Using the ParadoxMyHome service will allow you to access your system over the Internet with a
dynamic IP address. The PCS300 will then poll the ParadoxMyHome server to keep the
information updated. By default, the ParadoxMyHome service is disabled.

To set up the ParadoxMyHome service:

1) Go to www.paradoxmyhome.com, click Request Login and provide the requested information.

2) Start the Paradox IP Exploring Tools software and right-click the PCS300.

3) Select Register to ParadoxMyHome.

4) Enter the requested information. Enter a unique SitelD for the module.

5) When registration is complete, you can access the PCS300 page by going to:
www.paradoxmyhome.com/[SitelD]

If there are issues with connecting to the PCS300, try making the polling interval shorter (see
Network Settings Menu on page 5) so that the IP information available for the ParadoxMyHome
connection is up to date. However, a shorter interval for the polls will increase internet data usage
(WAN).

PCS300 Web Page Configuration
From the PCS300 Web Interface page you will:

¢ Configure the PCS300

* Register the PCS300 to the IPR512 GPRS/IP Monitoring Receiver
« Define reporting sequences

« Configure inputs

* Set SMS notification

« Define additional configuration settings

Accessing the PCS300 Web Interface Page

Figure 5: IP Address Assignment

Module setup @

[] Obtain an [P address automatically
IP address: (192,168, 1 101 |
Subret mask | 255 . 255 . 285 . 0 |

Site name: ['vour Paradoy System |

MEware port: [10000°
HTTP port an

Module passward: :

Figure 6: Module Registration

Regijstration to paradoxmyhome.com g‘

Authentification from s, paradosmphome. com

E-Mail Address:

Password:

Chuoose site 10 for wes. paradozmyhome. com

Site 10:

In order to access the PCS300 Web Interface page, the PCS300 must be connected to the same network as the PC. Once the
connection has been established, configuration settings for the PCS300 Universal IP Reporting Module can begin.

To access the PCS300 web interface page:

1) Launch your web browser from a computer on the network connected to the PCS300’s Ethernet port.
2) Enter the IP address of the PCS300 in the address bar of your web browser. Speak to your network administrator to obtain an IP

address that will permit access to the PCS300 network.

Note: If you do not have access to the PCS300 network you can modify the address of the PCS300 Universal IP Reporting Module

by using IP Exploring Tools.

-
@ 5 v | httpef10.10.7.51 fogin. bt v [#2|| x £\~

3) Enter your Username. Default username is “admin”.
4) Enter your Password. Default password is “paradox”.
5) Click Login.
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€ C' | © 10.10.2.80/defavit.html % X

PARADOX“

§ EC UR TY

$ YSTEMS

About...

PCS300 - Authentification

Username |admin
Login

|~

Copyright @ 2009 Paradox: Security Systems Ine. All rights resenved. Enable Tooltips
Terms | Limited Warranty

| B

Name Description
Enter the username. The user name is used to log into the PCS300 Web Interface page.
Username : p o
Default username is set to “admin”.
Enter the password. The password is used to log into the PCS300 Web Interface page. The
Password password can be changed through the Other Setting menu option. Default password is set to
“paradox”.
Login Click to access the PCS300 Web Interface page. Access will only be granted when a valid
9 username and password combination has been entered.
Enable Tooltips Defl_r!es whether to_oltlps (descriptions/field explanations) will be displayed when the cursor is
positioned over a field.

After a successful login, the PCS300 - Initial Setup window will be displayed. From this window select the language of preference
(English or French) and modify the default username and password. The changes will be in affect the next time you log into the system.
It is recommended, for security purposes, that the password be changed.

Note: The password field requires six characters or more.

PCS300 - Initial Setup

This is the first time that you log on to your PCS300 module. Please select
a language and create your username and password that will be used next
tirme you access this page.

Select Language

Username

MNew password

Confirm password

PCS300-EU02 05/2011

I:l {min. B characters)
I:l {min. B characters)
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Name Description

Enter the username. The user name is used to log into the PCS300 Web Interface page.

Select Language Default username is set to “admin”.

Displays the username of the user that is currently logged into the PCS300 Web Interface
page.

Enter the new password that will be used when logging into the PCS300 Web Interface page
(password must be six characters or more). Maximum 16 characters.

Confirm Password Re-enter the password to confirm change.

Username

New Password

Apply Applies the changes. Upon next login, the new password will take effect.

PCS300 Web Interface Page Overview

This section provides an overview of the PCS300 Web Interface page. The PCS300 Web Interface page allows you to configure the
PCS300 Universal IP Reporting Module, define reporting sequences, SMS notification, and other configuration settings. The Main Menu,
and Command buttons are always displayed on every menu.

Note: Once a change has been made, the change will be highlighted in yellow. You can then select the Save Changes or Cancel
command buttons to preform the required action.

P A R A D O X° Welcame, admin | Logout

$ ECURITY $ Y ST EMS

PC Time : 2010-08-22 10:06
PC2300 Time : 2010-09-22 09:08

A Metwork Settings 3 epo d nput Settings Phone #s Oth ngs Ahout..
Ethernet GSM
enarsl GEM reporing [J Enabled
Site Label PCS300 15132 GPRS
MAC Address 00:19:8A.00:80:01 GPRS Network Provider Informatien
Setial Mumber 7ADOOOE4 Access Point Name ‘lntemet‘ﬁdn‘ca | 16 (64
B Landline Supervision [J Enabled Usemame ‘ﬁc_{ | 3132
IP Settings Password [oees ERE:H
DHCP Enabled GPRS Bandwidth Savar minutes
PR 10.10.2.50 Mobile Network
et hask Zimn Signal Stengh T
Gateway 10.10,10.10 Good signal strength.
ISR 10.10.0.40 GSM Stalus Registered (ROAMING)
L GPRS Status Connecled - 10.139.88.135
Software Port 10000
SIM Card Information
DNS | paradoxmyhome.com SMS Message Center Number +15149931123 12140
1. Create a profile at veww paradosmyhome.com Provider Rogers Wireless
2. Renister the PCE300 Fhone Number 15148041032
3. Enahle the service and setthe polling time {(see below) IMEI 011691000145816
IMs1 302370123230725
DNS Service [J Enabled
Polling Interval minutes IP Receiver Status
P Recepver#1 Unregistered
IP Receiver Status
IP Receiver#2 Unregisterad
IP Receiver #1 Registered
|P Receiver #2 Unregistered

Item  Name Description

Provides access to the following seven menu options:

« Network Settings - allows you to configure the PCS300 IP settings and view the IPR512
GPRS/IP Monitoring Receiver’s Registration status.

« Receiver Settings - allows you to define the IPR512 GPRS/IP Monitoring Receiver’s
configuration settings.

« Reporting Sequence - allows you to configure the reporting sequences for the PCS300.

A Main Menu * Input Settings - allows you to define inputs and input activation/deactivation messages
for the PCS300.

< Alerts - displays any troubles that occur with the PCS300

¢ SMS Phone #s - allows you to configure the telephone numbers that the PCS300 will
send SMS text notifications to.

« Other Settings - allows you to define date and time, Daylight Saving Time, web page
access, and other advanced system settings.
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Item  Name

B Menu Display
C Command Buttons

Network Settings Menu

Description

Displays the contents of the selected menu option.

Press to either save any changes or cancel any changes made to the page.

The Network Settings Menu options allows you to configure the PCS300 for reporting. From this menu you can configure the settings for
Ethernet, GSM or GPRS, and register the PCS300 to the IPR512 GPRS/IP Monitoring Receiver(s).

Note: If the GSM/GPRS Module is not implemented, the GSM/GPRS configuration settings will be disabled in the PCS300 Web Interface

page.

PA.RADY X®

§ ECURITY S

Metwark Settings

Ethernet

General

Site Label PCS300
MAC Address 00:19:BA:00:60:01
Serial Mumber 7A0000E4
Landline Superision [] Enahled
IP Settings

DHCP Enabled
IP Address 10.10.2.80
Subnet Mask 255.255.0.0
Gateway 10.10,10,10
DMS Server 10.10.0.40
HTTP Port 20

Software Port 10000

DNS | paradoxmyhome.com

1. Create a profile at www paradaxmyhome.com
2. Redisterthe PCS300

3. Enable the service and setthe polling time (see below).

DMNS Serice [J Enabled
Falling Interval 10 minutes
IP Receiver Status

IP Receiver #1 Registered

|P Receiver #2 Unregistered

Name
ETHERNET - General
Site Label

MAC Address
Serial Number

Landline Supervision

IP Settings

DHCP - Enabled

IP Address
Subnet Mask

Gateway

PCS300-EU02 05/2011

Wielcome, admin | Logout
PC Time : 2010-08-22 10:06
PCE300 Time : 2010-09-22 09:08

GSM
GSM reporting [] Enahled
15432 GPRS
GPRS Network Provider Information

Access Paoint MName

internet. fido.ca 16 /B4
Username ficd 3132
Password .o 4132

GPRE Bandwidth Sawer 0 w| minutes

Mobile Network
Signal Strength

Good signal strength.

GEM Status Registered (ROAMING)

GPRE Btatus Connected - 10.138.68.135

SIM Card Information
SM3 Message Center Number +15140931123 12740
Provider Rogers Wireless

Phane Number 15148041033

IMEI 011681000145816
IMS1 302370123230725

IP Receiver Status

|P Receiver #1 Unregistered

IP Receiver #2 Unregistered

Description

Defines the label set to identify the PCS300 Universal IP Reporting Module. This label will appear
at the beginning of each text notification sent by the PCS300 Universal IP Reporting Module.

Displays the MAC address assigned to the PCS300 Universal IP Reporting Module.
Displays the serial number of the PCS300 Universal IP Reporting Module.
Enable this option if the PCS300 Universal IP Reporting Module is not connected to a landline.

Defines whether Dynamic Host Configuration Protocol (DHCP) is used for assigning dynamic IP
addresses.

If DHCP is enabled, the PCS300 will be assigned a different dynamic IP address each time it
connects to the network.

If DHCP is disabled, the IP address must be assigned manually.
Defines the IP address assigned to the PCS300 Universal IP Reporting Module.
Defines the mask used to determine what subnet the PCS300’s IP address belongs to.

Defines the gateway address assigned to the network for communication with other computers or
networks.
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Name

DNS Server

HTTP Port

Software Port
DNS / paradoxmyhome.com

DNS Service

Polling Interval
IP Receiver Status

IP Receiver #1

IP Receiver #2
GSM

DNS Service

Description

Defines the DNS server’s IP address for translating domain names into IP addresses.

Defines the TCP port number. The port numbers can be between 0 to 65535. Default port
number is set to 80.

Defines the TCP port number used for updating the PCS300 Universal IP Reporting Module. The
port numbers can be between 0 to 65535. Default port number is 10000.

Enable this option if the service provider uses dynamic IP. For more information, refer to Setting
up Remote Configuration (optional) on page 1.

Modify polling time to account for dynamic IP change frequency.

Displays whether the PCS300 has been registered to the IPR512 GPRS/IP Monitoring Receiver.

Displays whether the PCS300 has been registered to a second IPR512 GPRS/IP Monitoring
Receiver.

Enable or disable GSM reporting. To configure GSM settings, refer to Reporting Sequence
Menu on page 8.

GPRS Network Provider Information

Access Point Name
Username

Password

GPRS Bandwidth Saver

Mobile Network

Signal Strength
GSM Status
GPRS Status

SIM Card Information

Message Center Number

Provider
Phone Number
IMEI

IMSI

IP Receiver Status

IP Receiver #1

IP Receiver #2

PCS300-EU02 05/2011

Defines the web address of an access point for GPRS data connection.
Defines the username used to connect to the access point.
Defines the password used to connect to the access point.

Reduces GPRS communication activity, thus reducing the user's GPRS charges. If no outgoing
GPRS communication has occurred within the defined time, the GPRS connection will be
deactivated.

Indicates the signal strength of the PCS300 Universal IP Reporting Module.
Displays the status of the GSM connection.
Displays the status of the network connection

Defines the SMS Message Center Number that acts as a gateway for transferring SMS text
messages.

Displays the name of the service provider.
Displays the telephone number of the SIM card.
Displays the International Mobile Equipment Identity number of the SIM card.

Displays the SIM cards International Mobile Subscriber Identify used to identify the subscriber to
the system.

Displays whether the PCS300 has been registered to the IPR512 GPRS/IP Monitoring Receiver.

Displays whether the PCS300 has been registered to a second IPR512 GPRS/IP Monitoring
Receiver.

PAGE 6 PARADOX.COM



Receiver Settings Menu

The Receiver Settings Menu options allows you to define the settings for the IPR512 GPRS/IP Monitoring Receiver. From this menu, you
can define the connection settings for communication between the PCS300 Universal IP Reporting Module and the IPR512 GPRS/IP
Monitoring Receiver and set the reporting method to use (IP Reporting/GPRS Reporting).

Note: If the GPRS Module is not implemented, the GPRS configuration settings will be disabled in the PCS300 Web Interface page.

P AR AD O X

S ECURITY 5 Y ST EMS

IP Receiver #1

IP Receiver Configuration

WANT IP Address 206.41.90.187
WWANT Port 1R051
WANZ P Address 0,0.0.0
WWANZ Port [i]
Register Password 123456
IP Reporting
IP Reporting Enabled
IP Account Number o000
IP Security Prafile ID 0
Registerad  (2010-08-17)
GPRS Reporting
GPRS Reporting [1 Enshled
GPRS Account Number oooo
GPRS Security Profile ID 0
Unregistered
Name

IP Receiver Configuration

WANL IP Address*
WANL1 Port*
WANZ2 IP Address*
WAN2 Port*

Register Password

IP Reporting
IP Reporting - Enabled

IP Account Number

IP Security Profile ID

Register
GPRS Reporting

GPRS Reporting - Enabled

GPRS Account Number

GPRS Security Profile ID

Register

Welcorne, admin | Logout
FC Time : 2010-09-22 13:37
PCS200 Time : 2010-09-22 12:39

Receiver Settings Reporting Sequence  Input Settings  Alerds SMS Phone #s Other Seflings Ahout.

IP Receiver #2

IP Receiver Configuration

WARNT IP Address 0.0.0.0

WARNT Part [u}

WANZ IP Address 0.0.00

WANZ Port o

Register Password

IP Reporting

IP Repuotting [] Enabled

IP Account Mumber 0000

P Security Prafile ID 0
Unregistered

GPRS Reporting

GPRS Reporting [1 Enahled
GPRS Account Mumber oooo
GPRS Security Profile ID 0
Unregistered
Description

Defines the WANL IP address of the IPR512 GPRS/IP Monitoring Receiver.
Defines the WAN1 UDP port used by the IPR512 GPRS/IP Monitoring Receiver.
Defines the WAN2 IP address of the IPR512 GPRS/IP Monitoring Receiver.
Defines the WAN2 UDP port used by the IPR512 GPRS/IP Monitoring Receiver.

Defines the IPR512 GPRS/IP Monitoring Receiver’s password that is used to encrypt the
PCS300 Universal IP Reporting Modules registration process. Maximum 32-characters.

Defines wether IP reporting will be used.

Defines account number. The account number is used to register the PCS300 Universal IP
Reporting Module to the IPR512 GPRS/IP Monitoring Receiver.

Defines the Security Profile ID that the PCS300 Universal IP Reporting Module belongs to. The
security profiles indicate how frequently the monitoring station is polled by the PCS300
Universal IP Reporting Module.

Press to register the PCS300 Universal IP Reporting Module to the IPR512 GPRS/IP Monitoring
Receiver.

Defines whether GPRS reporting will be used. The GPRS Module is required for GPRS
reporting.

Defines account number. The account number is used to register the PCS300 Universal IP
Reporting Module to the IPR512 GPRS/IP Monitoring Receiver.

Defines the Security Profile ID that the PCS300 Universal IP Reporting Module belongs to. The
security profiles indicate how frequently the monitoring station is polled by the PCS300
Universal IP Reporting Module.

Press to register the PCS300 Universal IP Reporting Module to the IPR512 GPRS/IP Monitoring
Receiver. A new window will be appear displaying the Registration progress.

Note: The name & descriptions provided apply for the both the IP Receiver #1 and IP Receiver #2 section of the page.
* The IPR512 GPRS/IP Monitoring Receiver provides two Ethernet ports for Internet Service Providers (ISP) redundancy.

PCS300-EU02 05/2011
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Reporting Sequence Menu
The Reporting Sequence Menu options allows you to configure the reporting sequence used by the PCS300 Universal IP Reporting
Module. Multi-channel reporting can be performed either sequentially (serial) or in parallel.

Serial Reporting - If Serial Reporting is selected, you can define the primary method of reporting and the number of failed attempts.
Once the number of failed attempts is reached the PCS300 will switch to the backup reporting method if defined. Up to two additional
backup reporting methods can be configured.

Parallel Reporting - If Parallel Reporting is selected, all report codes will be transmitted simultaneously over all available GSM and

GPRS channels

P AR AD OX

§ ECURITY $ Y ST EMS

MNetwork Settings

Receiver Settings

Reporting Sequence

Reporting Sequence #1
Trigger

Telephone Number 5955555555

Channels Sequence
(&) Berial (sequential reporting)

(O Parallel (simultaneous reporting)

Frimary Landline v # offailed atternpts :
Backup #1 GSM v # offailed atternpts :
Backup #2 Mone v # offailed atternpts :

GSM Telephone #

Input Settings

Welcome, admin | Logout
FC Time:2010-09-22 1340
PCE300 Time : 2010-09-22 12:41

Alerts  SMS Phone #s

About..

Other Settings

Reporting Sequence #2

Trigger

10732 Telephone Mumber 5555555555 10 140

Channels Sequence
(O Serial (sequential reporting)
(@ Parallel (simultaneous reporting)

All report codes will be transmitted via the following channels simultaneously:
- Receiver 1 - 1P
- GEM

MNote: Landline reporing is not available in this mode. To enable or disable
channels, go to Receiver Settings

GSM Telephone #

Ifusing a GSM channel, you can set a different phone numberto dial via GSM
By default itwill use Trigoer Telephone Mumber.
GSM Telephone Phone Number

5555555555 132

Ifusing a GEM channel, you can set a different phone number to dial via GEM

By default it will use Trigger Telephone Number,

GSM Telephone Phone Mumber

Name

Trigger
Telephone Number

Channel Sequence - Primary

Channels Sequence

# of Failed Attempts

Backup #1

Channels Sequence

# of Failed Attempts

Backup #2

Channels Sequence

# of Failed Attempts

1032

Description

Defines the telephone number that will trigger the PCS300 Universal IP Reporting Module to
start reporting.

Select either parallel or serial reporting.
Serial reporting includes definition of primary and backup reporting methods (Landline,
Receiverl-IP, Receiverl-GPRS, Receiver2-IP, Receiver2-GPRS, and GSM).

Defines the number of failed attempts to be reached before switching to the Backup#1 reporting
method.

Defines the first backup reporting method to be used after the # of failed attempts has been
reached from the primary reporting method. If a backup reporting method will not be used,
select None.

Defines the number of failed attempts to be reached before switching to the Backup#2 reporting
method.

Defines the second backup reporting method to be used after the # of failed attempts has been
reached from the first backup reporting method. If a backup reporting method will not be used,
select None.

Defines the number of failed attempts to be reached before switching to the Primary reporting
method.

Note: The name & descriptions provided apply for the both the Reporting Sequence #1 and Reporting Sequence #2 section of the

page.
GSM Telephone #

GSM Telephone #

PCS300-EU02 05/2011

If using a GSM channel, you can set a different phone number to dial via GSM. By default it will
use the Trigger Telephone Number.
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Input Settings Menu

The Input Settings Menu options provides the configuration for the PCS300 Universal IP Reporting Module’s inputs. Up to two inputs can
be configured for additional reporting. There are three different input modes, they include:

¢ Standard
« Steady/Pulse
¢ Immediate Takeover

Standard

When the Standard option is selected, the PCS300 Universal IP Reporting Module will begin reporting when the input type is activated. If
configured, the PCS300 Universal IP Reporting Module will also send SMS text notifications (with GPRS reporting).

P AR AD O X

5 Y ST EMS

‘Welcome, admin | Logout
FC Time : 2010-08-22 13:42
PCE300 Time : 2010-08-22 12:43

§$ EC URITY

Input Settings
Input #1 Input #2
General General
Input Made Zone v Input Mode Zone . Contact ID COde ||st
Input Type Mormally Closed Input Type Mormally Closed
Reporting Reporting
1. Select a category
Input Account Murmber il Input Account Murmber 0 /
[] Input Activation Select CID Code [ Input Activation Select CID Code ?p‘:'._‘_.;;_‘:;t;m ) )
[ Input Deactivation Select CID Code [ Input Deactivation ect CID Code éﬁi{ééﬁléﬂ;’gwm"b&
Reporting Sequence #1 |» Reporting Sequence #1 v TES;:MM. 1D Cod
2. oose a ode
Mumber of retries 0~ Mumber of retries 0~ [T Y Pe— v
100-Medcal
Message Message }Sii’i"fff'wb?f‘.m'
" _— Fire flarms
[] Input Activation A [] Input Activation o 1.1.;’.‘:“:.a
_ < _ 2 113 Wt o
[] Input Deactivation o [] Input Deactivation oo ﬁ:-::e‘ar;‘mm
4| P 116-Duct -
Send o GMS Phone #s ##2 #3 B #5 20 #T #9 Send to SMS Phone #3 HO$2 #3 B4 #5 #0879 [ Setedt] (& Cancet]
Ll Lall |
v ®
Name Description
General
Input Mode Standard
Normally Open: when the loop connection between the input and the ground is open, the input
Inout Tvpe is deactivated. When the loop is closed, the input is activated.
ormal osed: when the loop connection between the input and the ground is closed, the
putTyp Normally Closed: when the | tion between the input and th d is closed, th
input is deactivated. When the loop opens the input is activated.
Reporting
Defines the account number used when reporting a CID (Contact ID) code. The same account
Input Account Number .
number that is programmed panel can be used.
Input Activation Defines the CID code to report during an input activation.
Input Deactivation Defines the CID code to report during an input deactivation.
Reporting Sequence Defines the reporting sequence as defined in the Reporting Sequence menu.
Message

Defines the text message that the PCS300 Universal IP Reporting Module will send to the

Input Activation ) o : N
configured recipients upon an input activation.

Defines the text message that the PCS300 Universal IP Reporting Module will send to the

Input Deactivation configured recipients upon an input deactivation.

Will send an SMS text natification to the configured telephone numbers defined in the SMS
Phone #s menu.

Note: The name & descriptions provided apply for the both the Input #1 and Input #2 section of the page.

SMS Phone
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Steady/Pulse

When the Steady/Pulse option is selected, the PCS300 Universal IP Reporting Module will begin reporting the inputs that have been

configured when a steady alarm/restore or pulse alarm/restore is activated. If configured, the PCS300 Universal IP Reporting Module will
also send SMS text notifications (with GPRS reporting).

!’E A RRl A sDv . PE MX:’ "5 Time 10,0823 1416

FC3300 Time : 2010-08-22 1321

receiver Seftings  Reporting Sequence  BITANREENGREN Alerts  SMS Phone#s  Other Settings
Input #1 Input #2
General General
Input Mode Steady/Pulse w Input Mode Zone -
Input Type Mormnally Closed Input Type Mormally Closed
Reporting Reporting
Input Account Number [} Input Account Number la]
[ SteadyAlarm Select CID Code [ Input Activation Select CID Code
[ steady Restore Select CID Code [] Input Deactivation Select CID Code
[] Pulse Alarm Select CID Code Reporting Sequence #1 v
[] Pulse Restore Select CID Code Mumber of refries 0w
Reporting Sequence
L et 11 Message
MNumber of retries v
L [ Input Activation
i -1
Message p
Steady Alarm [J Input Deactivation
= v oien i -1
i 4
[ Steady Restore
oren Send to SMS Phone #5 #O#2 #3 ¥ OE5 6 ¥ 20
4 oo
Fulse Alarm
o oren
y
Pulse Restore
o oren
2
Send to SMS Phone #s #1 #2 #3 # #5 #6 #T #8
E

Name Description
General

Input Mode Steady/Pulse

« Normally Open - when the loop connection between the input and the ground is open, the
input is deactivated. When the loop is closed, the input is activated.

Input Type * Normally Closed - when the loop connection between the input and the ground is closed, the
input is deactivated. When the loop opens the input is activated.
Reporting

Defines the account number used when reporting a CID code. The same account number that is
Input Account Number

programmed panel can be used.
Steady Alarm Defines the CID code to report when a steady input is detected.
Steady Restore Defines the CID code to report when the steady input is restored.
Pulse Alarm Defines the CID code to report when a pulse input is detected.
Pulse Restore Defines the CID code to report when the pulse input is restored.
Reporting Sequence Defines the reporting sequence as defined in the Reporting Sequence menu.

Message

Defines the SMS text message that the PCS300 Universal IP Reporting Module will send to the
Steady Alarm .

configured SMS telephone numbers upon a steady alarm.

Defines the SMS text message that the PCS300 Universal IP Reporting Module will send to the
Steady Restore )

configured SMS telephone numbers upon a steady restore.

Defines the SMS text message that the PCS300 Universal IP Reporting Module will send to the
Pulse Alarm .

configured SMS telephone numbers upon a pulse alarm.

Defines the SMS text message that the PCS300 Universal IP Reporting Module will send to the
Pulse Restore )

configured SMS telephone numbers upon a pulse restore.

Will send an SMS text notification to the configured telephone numbers defined in the SMS
SMS Phone

Phone #s menu.
Note: The name & descriptions provided apply for the both the Input #1 and Input #2 section of the page.
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Immediate Takeover
When the Immediate Takeover option is selected, the PCS300 will cut landline communication when an input is triggered and will take
over all reporting as defined in the Reporting Sequence menu.

P AR AD O X

§$ EC URITY

5 Y ST EMS

Reporting Sequence Input Settings
Input #1
General
Input Mode Immediate Takeover v
Input Type Mormally Closed »

When the input is triggered, the PCS300 will cut landline communication. The
FCS300 will takeaver all reparting and will follow the programmed reporting
seguence. For example, set the control panel's PGM to trigger the PCS300's

inputwhen the control panel's dialer is activated

Input #2

General

Input Made

Input Type
Reporting

Input Aceount Murmber
[] Input Activation
[ Input Deactivation
Reporting Sequence

MNurnber of retries

Message

[] Input Activation

[] Input Deactivation

Send to SMS Phone #s

Description

Immediate Takeover

‘Welcome, admin | Logout
PC Time : 2010-08-22 14:37
PCE300 Time : 2010-08-22 13:38

Zone 5

Motrnally Closed

CR—
l:| Select CID Code
l:| Select CID Code

0480

0rs0

4

#1#2 #3 #4 #5 #6 #7 #8
0o

* Normally Open - when the loop connection between the input and the ground is open, the

Name
General
Input Mode
Input Type .
Alerts

input is deactivated. When the loop is closed, the input is activated.
Normally Closed - when the loop connection between the input and the ground is closed, the
input is deactivated. When the loop opens the input is activated.

Any troubles that occur with the PCS300 are displayed in the Alerts tab. Trouble / trouble restore messages can be sent to any of the

programmed SMS telephone numbers (see SMS Phone #s Menu on page 12).

Name

General

Description

When a trouble occurs with the PCS300, a pre-defined SMS message will be sent to the

Troubles

selected phone numbers (see SMS Phone #s Menu on page 12).

NOTE: Troubles displayed in this section are related to the PCS300, not the control panel.

Trouble Restoral

Pre-Paid SIM Card
Notification

PCS300-EU02 05/2011

PAGE 11

When a trouble is restored, a pre-defined SMS message will be sent to the selected phone
numbers.

In the case where PCS300 SMS messages are sent using a pre-paid cellular card, if the cellular
network provider (source) may be programmed to send a ‘low credit’ warning SMS to the
account holder, the SMS can be forwarded to the selected phone numbers.
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Welcome, admin | Logout
PC Time: 2010-10-04 11:42
PCE300 Time : 2010-10-04 10:45

Alerts
Troubles Pre-Faid SIM Card Notification
When a trouble occurs, a pre-defined SMS message will be sentto the selected When the PCS300 receives an SMS from the "Source” specified below, the SMS
phone numbers. message will be forwarded to the selected phone numbers
Hide messages & Source 0740

Landline missing

Ethernet missing

GPRS netwark missing

GSM network missing

Internet communication failure
IP Receiver 1 failed (via IP)

IF Receiver 1 failed (via GPRS)
IP Receiver 2 failed (via IF)

IP Receiver 2 failed (via GPRS)
Titne synchronization with NTP failed
Date and time not set

GFRS connection reguest failed
Weh page lockout engaged
System power-up

Send to SM3 Phone #s #1O#2 #3 # #D #0 #T #0

Send to SMS Phane #3 #1O#Z #3 #4 #D K6 HT #E

Trouble Restoral

YWhen atrouble is restored, a pre-defined SMS message will be sentto the
gelected phone numhers.

Show messages ¥

Send to 5MS Phone #s #1 #2 #3 #4 #D FE T 0

" Save Changes | |8 Cancel

SMS Phone #s Menu

The SMS Phone #s Menu options provides the configuration for the telephone numbers that the PCS300 will use when sending an SMS
text notifications. To define the SMS text messages for notification and to configure the destination of the message refer to the Input
Settings Menu on page 9.

Note: This menu option is only available with the GPRS Module.

Once a phone number has been configured, as well as the SMS text message set in the Input Setting Menu, a test can be run to ensure
that the notification is being received.

To run an SMS test:

1) Enter in the telephone number for SMS notification.

2) Enter in a description; this field is optional.

3) Click the Test button. The system will then display a message. Verify your mailbox to ensure that the SMS text notification was

received.
P A R A D o x‘z1 Welcome, admin | Logout
PC Time : 2010-09-2214:43
$ECURITY S Y S TEMS PCS300 Time : 2010-09-2213:45

SMS Phone #s

SMS Telephone Number List

O N
1 |g55555s | 7740 [10e | 3132 Test.
2 |s555556 | 7ran |Fred | 47132 Testu
3| Jossn | oraz
4 Joran [ Joraz
| | oran | |03z
6 | [ oran | |03z
7 Jossn | oraz
8 Joran [ Joraz

NOTE : The Site Label set in the Metwork Settings tab will appear atthe beginning of every SMS texd message that is sent from the system.

& Save Changes | | Cancel
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Name Description

Defines the telephone number that the PCS300 Universal IP Reporting will use when sending

Telephone Number an SMS text notification. Maximum 40 characters.

Defines a description for the telephone numbers that have been entered. Maximum 32

Description characters.

After entering a new SMS telephone number, ensure the number’s accuracy by sending a test

Test SMS message.

Note: The Site Label set in the Network Settings tab will appear at the beginning of every SMS text message that is sent from the
system.

Other Settings Menu

The Other Settings Menu options provides the configuration settings for PCS300 Universal IP Reporting Module. From this menu, SMS
text notification language can be defined, as well as clock synchronization, DST, and the capability of changing the login password.
Advanced settings can also be configured. Before making any changes to the advanced settings, speak to your network administrator as
these changes can affect the functionality of the system.

C M © 10.10.1.5/defadt html FaEY
P A R A D o XQ Welcome, admin | Logout
PC Time : 2011-02-04 13:54
$ ECURITY S YSTEMS PCE300 Time : 2011-02-04 13:53
Snerteinge
General Advanced
Language Changes made 1o the Adwanced Sefiings can affect the module's
I\, functionaliies. Please speak to & systern administrator befors making
Choose Language English |g} = any changes to the system
GSM
Change language pack
Fraguency Band E50Mhz- 1900Mhz v |
Changing Language Pack will affect the default language installed on your system - .
Usze the browse button to selectthe new Language Pack (LPK file) you would like Dialer
to upload
5 Dialer Sensitivity Atienuation [ Enabled
Chooss File | No file chosen
IP Reportin;
—— :
IP Reporting Local Port o000
Date and Time =
@ Use NTP Server (Network Time Protocol) Slopial; Handshaka. B KissoTf Tonws
Senver IPName P — KEL Dial tone #1 frequency L
Time Zone (GMT-05:00) Eastern Time (US & Canada) (v Dlalinenegusncy 440 HZ
€ Symchronize with GSM Provider Handshake of-hook duration 2000 |ms
© Wanual Handshake tone #1 frequency 1400 He
Date S Wiz Mo lerrevmamon) Handshake tone #1 duration 100 |ms
Time 13 |53 2a-Hour farmaty Handshake pause duration 100 ms
Handshake tone #2 frequency (2200 |Hz
Daylight Saving Time (DST) 5
Handshake tone #2 duration 100 |ms
DsT [] Enahled . = =
Kissoiftone frequency |1400 |Hz
Start Wanth| Day| T/ Time| i -
' Mg [N H Kissofftone duration lgon |ms
End Wonth (g Dayjo WA Timela o :
Resetthe dial tones, the handshake tone
Web Page Access sequence and the kissofftone to the factory
Usermarme admin defaultvalues
Ol password System Log
Mew passuord {min. & charactersy Export systerm related events and troubles.
Confirm password {min.  characters)
Reset to Factory Defaults
Reset PCS300... Resetthe PCS300 to factory defaultvalugs

Copyright @ 2000 Faradox S curity Systems Ine. All rights resened

s Enable Toot
Terms | Limited Warcand nable Tooltips
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Name

General - Language

Select Language

Change Language Pack

Date and Time
Use NTP Server
Server IP/Name

Time Zone

Synchronize with GSM
Provider

Manual

Daylight Saving Time (DST)

DST - Enabled

Web Page Access

User Name

Old Password
New Password
Confirm Password

Advanced - GSM

Frequency band

Dialer

Dialer sensitivity
attenuation

IP Reporting

IP reporting local port

Description

Defines the language used for the web interface; all available languages will appear in the
Choose Language drop-down list.

Note: Some languages are currently not supported. For the latest languages, refer to
paradox.com.

Language packs can be downloaded to the PC at paradox.com > Product Center > GPRS/GSM/
IP/Voice > PCS300 > Update Firmware. Browse the PC for the downloaded .Ipk language pack
file and click on the Submit button.

Defines if an NTP server will be used for clock synchronization.
Defines the NTP server name.

Defines the time zone used at the location of the of the PCS300 Universal IP Reporting Module. It
is important to select the proper time zone to ensure date and times are properly reflected.

Defines if the clock synchronization will be retrieved from the GSM provider.

Defines whether date and time information will be configured manually. If configuring the date and
time manually, define the day (DD), month, year (YYYY), and time (HH:MM), 24-hour time format,
to ensure that date and times are properly reflected.

Defines whether or not Daylight Saving Time will enabled. If the check box is left blank, DST will
not be implemented.
To Configure Daylight Saving Time
1) Define the start date of DST (Day: DD and Month: MM).
2) Define the day of that week that DST occurs (Monday - Sunday).
3) Define the time of day that DST occurs (HH:MM).
4) Define the end date of DST (Day: DD and Month: MM).
5) Define the day of that week that DST ends (Monday - Sunday).
6) Define the time of day that DST occurs (HH:MM).
Note: DST will occur the day of the week defined after the start date set in Step 1.

Displays a list of all system Login IDs.

Enter the old password that you wish to change.

Enter the new password (password must be six characters or more). Maximum 16 characters.
Confirm the new password.

Displays the frequency band used by the PCS300 Universal IP Reporting Module. The PCS300
Universal IP Reporting Module will automatically be set to a working frequency according to the
country.

If enabled, dialer sensitivity is lowered for minimal interference on the telephone line. This may be
used for when interference on the telephone line is high (e.g., when a DSL connection is used).

Defines the local UDP port number used for communicating with the IP receivers (IPR512). The
port numbers can be between 0 to 65535. Default port number is 9000.

CID Dial, Handshake & Kissoff Tones

Reporting Settings

Dial Tone

Frequency #1

PCS300-EU02 05/2011

Modify the current dialer tone settings.

Defines the telephone dial tone frequency that is used to indicate that the telephone exchange is
working.
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Name Description

Defines a secondary dial tone frequency. This can sometimes be the same as the external PSTN

Frequency #2 or different.
System Log

Exports a log file that tracks system events and troubles that have occurred. The system log file is
used for troubleshooting purposes.
Export To Export the System Log File

1) Click the Export button.
2) Click the Save button and select the location to save the system log file.

Reset to Factory Defaults
Reset PCS300 Resets the PCS300 Universal IP Reporting Module settings back to the original system defaults.
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For technical support in Canada or the U.S,, call 1-800-791-1919, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST.
For technical support outside Canada and the U.S., call 00-1-450-491-7444, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST.
Please feel free to visit our website at www.paradox.com.

Patents: One or more of the following US patents may apply: 7046142, 6215399, 6111256, 6104319, 5920259, 5886632, 5721542, 5287111, and RE39406 and other
pending patents may apply. Canadian and international patents may also apply.

Trademarks: Paradox is a trademark of Paradox Ltd. or its affiliates in Canada, the United States and/or other countries.

Certification: For the latest information on products approvals, such as UL and CE, please visit www.paradox.com.

Warranty: For complete warranty information on this product please refer to the Limited Warranty Statement found on the website www.paradox.com/terms.
Your use of the Paradox product signifies your acceptance of all warranty terms and conditions.

© 2011 Paradox Ltd. All rights reserved. Specifications may change without prior notice.
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